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The Computer Security Act of 1987, Public Law 100-235, defines "sensitive information" as "any information, the loss, misuse, or unauthorized access to or modification of which could adversely affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under Section 552a of Title 5, United States Code (the Privacy Act) but which has not been specifically authorized under criteria established by an executive order or an act of Congress to be kept secret in the interest of national defense or foreign policy."
 
Within the Federal government, the failure to sufficiently identify sensitive information that must or should be subject to special handling procedures and protection from inappropriate disclosure may result in increased risk to life, mission essential assets, the public trust, monetary or other loss, harm or embarrassment to individuals, the Federal Government or firms.  Therefore, NASA has determined that such information shall be protected against inappropriate disclosure by designating and handling such information as sensitive but unclassified (SBU) information in accordance with the procedures set forth in NASA Interim Directive 1600.55.
 
NASA has a legal obligation to protect SBU information in all forms, electronic or non-electronic in accordance with applicable Federal laws and statutes, Executive Orders, NASA Policy Documents (NPDs), Procedural Requirements (NPRs), NASA Interim Directives (NIDs) or other rules provided by higher authority or the originator of the information.
 
NASA employees and contractors, including Special Government Employees, are required to protect sensitive information in accordance with the Trade Secrets Act (18 U.S.C. 1905), the Privacy Act (5 U.S.C. 552a) the Standards of Ethical Conduct For Employees of the Executive Branch (5 C.F.R. 2635) and all other applicable Federal and NASA Regulations including information received from non-NASA sources which is identified as sensitive by information providers.
 
The failure to sufficiently safeguard sensitive information may compromise programs or operations essential to NASA's mission or to the safeguarding of our national interests, may result in adverse impact upon non-governmental firms or institutions, harm or embarrassment to individual privacy interests, economic, or physical welfare.  Individuals may be subject to administrative sanctions or criminal penalties if they inappropriately disclose information designated as sensitive. Sanctions and penalties can be imposed by Agency or through court action, and can be imposed by both simultaneously.
 
Any suspicious or inappropriate request for sensitive information by any means (i.e., e-mail, other mail, or verbal), or attempt at obtaining sensitive information by those without an established need to know, shall be reported immediately to NASA Counterintelligence (counterintelligence@nasa.gov or 202-358-4645) and to Center Information Security Officers. Those who observe or become aware of the suspected or actual compromise or unauthorized disclosure of sensitive information (including lost or stolen equipment (laptops, smart phones, other mobile devices)), shall report it immediately to the originator of the sensitive information and to the NASA Security Operations Center (soc@nasa.gov or 877-627-2732).
 
All NASA employees and contractors, including Special Government Employees, are responsible for protecting sensitive information and understanding that there are serious consequences, ranging from administrative to criminal, should they fail to handle sensitive information appropriately (the particular facts and circumstances, including whether the breach was willful or intentional, will be considered in taking appropriate action).
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